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Mission: Mitigate the concentration of risk and potential for
catastrophic failure that virtualization and cloud infrastructure
introduces, enabling organizations to securely virtualize all
workloads and move faster to the cloud.
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Strong IP Protection: Five foundational patents
granted covering access control, hardening and logging for
cloud infrastructure, automated tagging, policy enforcement

based on tags, key management, and VM encryption.
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C 60nbWKMK BO3MOXHOCTSAMU npmuxoanT 60nbliad oTBETCTBEHHOCTD...

YacTHOe obnako

Tpa,quuuom-lbl oA KoHconuanposaHHasa BU

10,000 cepsepos, 1,000 cBnyen & pytepoB Bca nHgpacTtpyktypa (6onee 10,000+
Ynpasnsietca U3 pasfmyHbIX MecT KOMMOHEHTOB) B 1 cucteme, ynpasnsieTcs
pasnUYHbIMW JIOAbMU HEKOHTpONMpyemMbIM afMUHUCTPATOPOM C

BbICOKMMU MNMpUBUNErnammn

© 2014, HyTrust, Inc. www.hytrust.com



Nyywine npakTUKK OT SKCNEepTOB

«  “OrpaHv4uTb U 3alUTUTb AAMUHUCTPATUBHbLINA AOCTYN
B BUPTYyanu3mpoBaHHOM MHGpacTpyKType”

NIST

«  “BawmTuTb Kaxabin MHTepdenc ynpasneHums’ National Institute of
Standards and Technology

U.S. Department of Commerce

*  “MoHMTOPUTbL M aHaNU3NpoOBaTb NOrn
Ha BCEX YPOBHSIX BUPTYaribHOM MHAPACTPYKTYpbl™L

*  “YMeHbWUTb YPOBEHb NMPUBUIIErMA U pa3aenuTb
obsizaHHOCTN”

Security e

° £é ]
KpVITVI'-IHbIM MOMEHTOM AOOJ1XKHO CTaTb JiormpoBaHue Standards Coundil

BCEeN aKTUBHOCTU OTAESIbHbIM pelueHuem”

+ “TpeboBaHue MHOrocdakTopHOM ayTeHTUdKaLmm
ANS BCeX aAMUHUCTPATUBHbIX (OYHKLINIA 2

“AAMMHUCTPaATUBHbLIN AOCTYN K rMNepBU3OpYy AOIIKEH

)KeCTKO KOHTponupoBaTbca”3 G d l'tl'ler.

L NIST SP 800-125: Guide to Security for Full Virtualization Technologies
2 PCI-DSS 2.0 Information Supplement — Virtualization Security
3 Neil MacDonald, vice president and Gartner fellow



Buptyanusauunsa m cocpenotovyeHue pucka

TonNbKO COOTBETCTBYIOLMMN KOHTPOSIb MOXET NOMOYb KOMMNaHNAMM
n3bexarTb «30Hbl PUCKa»

PUCK
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Puckn npun pabote ¢ VMware

Mopnepxkka LenocTHOCTH cpeabl KoHTponb npuBunernpoBaHHoOro goctyna

| HoBbI TUN cpeabl | Mpaimon gocTyn (root, ssh)

| Jlrobasa komnpomeTaLua Ha 3TOM obxoauT ayteHTU(pMKaumio B
YpOBHe MOXeT nocTaBUTb nNoA vCenter
yrpo3y BCHO MH(pPaACTPYKTYpyY | Y4yeTHas 3anucb root 3avyactyro
| MocneacTeua atak cepbe3Hee B UCMONB3YETCA Cpasy
CNeAcTBMM KOHCONMAaumm HEeCKONMIbKUMMU COTPYAHUKaAMM
pecypcoB | HeT noaaepxkn mHorocakTtopHom
ayTeHTUdUMKaumn

| CroXHOCTb NPOBEpPKU
LLefiIoCTHOCTU cpeabl



Puckn npun pabote ¢ VMware

VMware vSphere

OrpaHquHHaﬂ BUOUMMOCTb U ayauT

| WitaTHoe norrupoBaHue vCenter
He ¢pukcupyet BCe
npeAnpuHATbLIE NU3MeHeHus, |P-
agpeca

| OcTtyTCcTBME peTanuM3auum no
napameTpam xocTta

| bes ueHTpanM3oBaHHOW CUCTEMBbI
aHanus, Koppensiumsa u XxpaHeHue
JIoroB 3aTpyAHUTENbHbI

NMpnmeHeHne NonNUTUK

| HeT KOHTpona npAMbIX KOMaHA K
XOCTY

| OTcyTCcTBME rpaHyNMpPOBaHHbIX
HacTpPOeK NOSIUTUK

| OcTyTCTBME TEXHOMOIrNM
MapKupoBaHUSA OOBLEKTOB

| OTCcyTCTBME BO3MOXHOCTHU
noaTBepXAeHUs AocTtyna «no
3anpocy»
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KomMmnnekcHbIU noaxoA K BUPTYaAJIN3aUNUN AaTa-LUeHTpPOB

3awmTa CeTm N KOHEYHbIX
ctaHuun ot VMware, McAfee, n

Apyrux

HyTrust® Appliance 3awmwaet
camMy BUPTYyarbHYIO
nHgpacTpykTypy (hypervisor,
network, storage, TXT)

INTEL® TXT

INTEL TRUSTED EXECUTION TECHNOLOGY

[Mpun 3awmTe BUPTYarbHbIX MHPPACTPYKTYP TPebyeTCcs KOMNIEKCHbIN
NoaXoA4, OT KNnacCU4ecKom 3alluuThl 40 creunanmanpoBaHHbIX CPeacTB
KOHTPONS cpeabl BUpTyanusaunm
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KniouyeBble acnekrtbl 3awmtbl BU — “The 4 Must Haves”
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HyTrust: 3awmnta IO HOBOro nokoneHus

3awumTa runepsusopa n BU.

PayuoHanbHbIli 100x00 K Fine-Grained Audit-Quality
6e3onacHocmu Authorization Logging

PoneBas n obbekTHasa moaernb
MOHUTOPWHIa, OMNOBELLIEHME Ha OCHOBE
KOHTEKCTHOro aHanmaa

Ponesas 1 oO0bekTHas Modernb JocTyna,

B TOM Yncne NnpuBuUNermMpoBaHHorro Strong Infrastructure
. Authentication Integrity
ﬂ,eTaJ'IbeII/I nor ayaunTa

[Toonepxka ycuneHHowu
MHOroakTopHOMN ayTeHTUUKaLnm

[TpoBepka LenocTHOCTU NnaTdopMbl

Erlaronapﬂ MOHUTOPUHTY B peXnume pearibHoro spemMeHun, J1IornpoBaHUO N KOHTPOJTHO

obnavHon nHdpacTpykTypbl HyTrust, Bbl MOXXETE NOMYy4YNTb OFPOMHbIE NMPENUMYLLIECTBA OT
KOHCOnMAaaLuMm nNpu 3TOM OCTaBasiChb 3aLLMLLIEHHBIM OT PUCKOB BU3yanu3auuu.

© 2014, HyTrust, Inc. www.hytrust.com 10



[MTpenmyuwiectBa HyTrust: besonacHbIM Nnepexon K BUupTyanusauum

[1nsa 6usHeca ...

Bbe3onacHasi BAPTyanu3auusi BCeX PecypcoB C 3alUUTON OT HEMPUEMMEMbIX
PUCKOB

BbicTpaga rotoBHOCTL K Nepexoay K BUpTyanbHOW MHMPACTPYKType

[ns ynpaBneHns puckamm ...

Busyanusauus 1 KOHTPOmb B peXnUMe pearibHOro BpEMeHU

3alunTa OT NNOXMX akTEPOB B pa3aeneHmnm o6s3aHHOCTEN N OOCTYMNOM C
HU3LLUMUW MPUBUNETVUSIMIA

XecTkas nsonaums nobon Harpy3kn B MyrnsTnapeHgHoM obnake

BbicTpoe OeTEKTUPOBAHME 3NOHAMEPEHHOIO UCMONb30BaHNSA
NMPUBUNErMPOBaHHbIX YY4ETHbIX 3anncen

3awmTta agMUHUCTpaTopa oT KoOMNpomeTauum
BeinonHeHue TpeboBaHuin ayautopos

11



4 Ways HyTrust CloudControl Secures Management Plane

Management Clients Virtual

&TRUST Infrastructure

? vCenter

Cloud Under Control

Guest Traffic Uninterrupted

1. Strong Authentication 3. Audit-Quality Logging

Date Priority User Operation Resource Name Resource Type  Status

% ) 11/12/2013 10:45:53 AM INFO ken ReconfigyM_Task  client.demo.hytrust.com WM

( 159 159

Wi 11/12/2013 9:44:44 AM INFO ken  ReconfigvM_Task  HighCloud VMV VM PERMIT]
Ir deWS Server 11/05/2013 9:16:50 AM WARN  ken ReconfigVM_Task  Accounts Payable VM [DENY]

Active Directory

2. RBAC, Smart-tagging, 4. Infrastructure Hardening
Secondary Approval with Root Password Vaulting

Description Date/Time Result

Verify Image Profile and VIB Acceptance Levels 11/12/2013 3:16:03 PM
Ensure that vpxuser password meets length policy 11/12/2013 3:16:05 PM
Ensure that vpxuser auto-password change meets policy. 11/12/2013 3:16:07 PM
Set a timeout for the ESXi Shell to automatically disabled idle sessions after a predetermined period 11/12/2013 3:16:10 PM

Disable DCUL to prevent local administrative control. 11/12/2013 3:16:10 PM

W@ Disable SSH 11/12/2013 3:16:10 PM
<L Disable ESXi Shell unless needed for diagnostics or troubleshooting. 11/12/2013 3:16:10 PM

@ Limit sharing of console connections. Expected value is either 1 or 2 11/12/2013 3:16:10 PM
disable VM-to-VM communication through VMCI. 11/12/2013 3:16:10 PM

Do not send host information to guests 11/12/2013 3:16:10 PM (00D

© 2014, HyTrust, Inc. www.hytrust.com 12



[lpoBepkKka NUYHOCTU U ayTeHTUPUKaUUSA.
LleHTpann3oBaHHasa cuctema 4sig BCEro npMBuUerMpoBaHHOro gocryna

ApMuHucTpaTtop BupTtyanbHaa uHcpacTpykTypa

» [locnegoBartenbHasi, LeHTpann3oBaHHas ayTeHTUdMKaumns
» [logoepxka Bcex metogoB u npotokonos (vSphere Client, web client, SSH, etc.)

= 2x cbakTopHaga ayteHTUdpukaums (RSA SecurlD, CA ArcotlD, Smart Card), nnuterpaums
c Active Directory anst "Cnonb30BaHUS CyLLLECTBYHOLLEN NHAPACTPYKTYPbI

= Root passwords “vaulted”, rpaHynnMpoBaHHbIN BPEMEHHbLINA LOCTYM K XOCTaM,
NCKMOYEHNE NPaKTUKN NCMONb30BaHNA OAHON YYETHOM 3anncu pasHbiMK
nonb3oBaTensaMm

“With HyTrust Appliance in place, Denver Museum of Natural Science has been able to limit

access to virtual infrastructure at an extremely granular level, determining what systems can be
accessed by whom.”

© 2014, HyTrust, Inc. www.hytrust.com 13



OrpaHun4yeHune n KOHTPOnb AocTyna:
[leTanbHbIN KOHTPOMb HaA nonb3oBaTensamMmu n obvektamu BU

AamMmuHucTparop BupTtyanbHasa uHdpacTpykTypa

= “MeTkn” onsa 06bLEKTOB (XOCThbl, BUPTYyarbHble MalUVHbI,
CBUYK) Ons Knaccudomkaumm

* lcnonb3oBaHue MeTaaHHbIX MHPPaCTPYKTYpPbl U
naptHepoB HyTrust Anga pacwupeHnsa nonuTuK goctyna

* [lpMmeHeHne NonnTUK 4ocTyna B MHPOpPMaLMOHHOMN
NHPACTPYKTYpPE ANt COOTBETCTBUS MNONUTUKAMMU KOMMNaHUM
B obnactn 6e30nacHOCTU N COOTBETCTBUM TpeboBaHMSM
perynsaTopos

= TpeboBaHWsa BTOPOro NoaTBeEPXaeHNS AN OTAENbHbIX Test/Dev NProduciggg
o exus \"
orepauuii, Ans NpeaoTBpaLleHns JOPOrocTosALLMX OLLNBOoK Nexus 1000v

“As CEO, what | find exciting about HyTrust is that it enables companies like ours to have the best

of both worlds: improved margins from cutting-edge virtualization alongside secure customer
information, satisfied auditors, and happy board members,” said Mike Heinstein, CEO of Art.com.

© 2014, HyTrust, Inc. www.hytrust.com 14



MOHI/ITOpVIHF dKTUBHOCTMW.
[TonHasa 3anmncb BCEro dMNHNCTPATUBHOIO AOCTYMNa

AamMmuHucTparop BupTtyanbHasa uHdpacTpykTypa

Stop VM
= . == | Start VM

tart VIV

Disable switch

Role: Linux Admin

User: Dave Attempted
Unsuccessful Disabling of
vSwitch on 2009-08-17 i

[ i Action Denied
Disable Switch x

» [paHynMpoBaHHbIN, NO NMosfb3oBaTeNsiM, YATabEeNbHbIN XXYpHan BCeW aKTUBHOCTU
BUPTYyanbHON MHAPACTPYKTYpbl (BKOYas 4OCTyn root)

= ObecnevyeHne MOHUTOPUHra, ONOBELLEHUS, NOUCKA HEUCNPABHOCTEN, Npouecca
pa3bopa MHUMOEHTOB U T.4..

= 3kcnopt B Syslog u rSyslog (SIEM n 1.4.)

= [niybokas koppenauusi n nHterpauus ¢ peweHnamm CA ELM, RSA enVision n
Splunk

Council of Europe Development Bank tried using VMware's logging capabilities but needed a

better way to consolidate the information. "Getting at those logs was nontrivial so we ended up
using HyTrust to provide a central log of all activity.”

© 2014, HyTrust, Inc. www.hytrust.com 15



[TpoBepka uenoctHoctn BU

BupTtyanbHasa nHdgpactTpykTypa

= COOp TEKYLLEro COCTOSIHUS BUPTYyanbHOW UHDPaCTPYKTYphI

= AHanus LesfioCTHOCTM rmnepBmn3opa 3a CHeT NpeaycTaHOBMEHHbIX TEMMMNENTOB, TakuUX
kak PCI-DSS, VMware Best Practices, un C.I.S.

= B03MOXHOCTb pelleHus npobnem ¢ koHdurypaumsmmn 6e3 nepesoaa rmnepsmsopa B
peXunm oTnagku

= KOHTpOnb AOBEPEHHOM 3arpy3km obopynoBaHma 3a cyeT TexHonorum Intel TXT

“This solution is ideal for managing access to our records and other critical data.”

- Gurusimran Khalsa, Systems Group Supervisor, State of New Mexico

© 2014, HyTrust, Inc. www.hytrust.com 16



KntoyeBble npenmMmyLliecTBa And 3aKa34ynkoB

[MonyyeHne nonHOW BUOAMMOCTU U KOHTpons Hag BU

JTornyeckasn cermeHTaumst obecneymBaeT MynbTMapeHaHOCTb; KpUTuyHble cepBUCHI MOTYT
JYHKLMOHMPOBATL B TOWN XXe MH(PpaCTPyKType

PasgeneHne 3agay B obnavyHon nHdpacTpykType
XypHanupoBaHue n ayaut
CooTtBeTcTBUE TPEOOBAHMUAM PEryNnATOPOB
KoHTponb 1 XXypHanupoBaHue Ans BUpTyanusaunum KpUTUYHbIX NpoLEeCCcoB
CHwxeHue 3aTpaTt Ha ayauT cOOTBETCTBMS TpeboBaHNAM perynsaTopoB
MoBbiweHne agopekTnBHocTn UT cpeapbl

O dekTUBHOE yrpaBrneHne BUpTyanbHOM MH(PPACTPYKTYpPOM 3a CHET aBTOMaTM3aLnn
npoueccoB 1 npoueayp
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BHeaopeHune cuctembl HyTrust B pexxmme rnepeHanpasneHus
Tpadumka

g

- VM Guest Traffic Subnet(s)

Enterpris@ S ' '

Clients -

2
g

vCenter

Corporate
Network

-
. L < VMware Management Subnet
Virtualization — (ESXi Management VMkernels,
Management = > vCenter Server)

Clients
} =0l Authentication via Active
Directory, LDAP, RSA SecurlD

—| Audit-Quality Log
g Storage and Retention

HyTrust Appliance }ﬁ:

The HyTrust Appliance Protects VMware Infrastructure:

Virtualization Management Traffic is connected to Published # Disallowed Management Traffic is blocked

IP and routed through HyTrust Appliance for inspection Authorized Management Traffic is sent to the Virtual
Infrastructure

Guest Traffic is not affected by the HyTrust Appliance

P All users are authenticated against Active Directory

> Al Management Traffic is logged

© 2014, HyTrust, Inc. www.hytrust.com
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BHeaopeHune cuctembl HyTrust «B paspbiB»

E -,
<
Enterprise -

Clients <

=
0@\__

=
Virtualization
Management !\
Clients

© 2014, HyTrust, Inc. www.hytrust.com

VM Guest Traffic Subnet(s)

-

=N Authentication via
Active Directory, LDAP,

Corporate RSA SecurlD

Network

VMware Management Subnet

HyTrust Appliance (ESX Service Consoles,

ESXi Management VMkernels,
vCenter Server)

= || Audit-Quality Log
L‘%_ /j Storage and Retention

The HyTrust Appliance Protects VMware Infrastructure:

38 x 31

Virtualization Management Traffic is routed through HyTrust Appliance for inspection
All users are authenticated against Active Directory or LDAP

All Management Traffic is logged

Disallowed Management Traffic is blocked

Authorized Management Traffic is sent to the Virtual Infrastructure

Guest Traffic is not affected by the HyTrust Appliance
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